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Timeline e

ASSOCIATION®

 ANPR issued by federal banking agencies, FTC, CFTC
and SEC (“Agencies”) on December 30, 2003

 Consumer testing and form development done between
late 2004 and early 2006

e Section 728 of the Financial Services Regulatory Relief

Act of 2006 required Agencies to develop an optional
model form

* Proposed model form issued for comment on March 29,
2007 (further testing done in 2008 and 2009)

* Final model form issued on December 1, 2009 (74 Fed.
Reg. 62890)



Background e

 New form intended to simplify and provide more uniformity
to GLBA privacy notices

e Covers GLBA disclosures and FCRA affiliate sharing
disclosures

e Can also cover FCRA affiliate marketing disclosures if
Institution allows affiliate marketing opt out to be of
unlimited duration

e Three sample forms:

- Limited sharing with no opt-out right
- Opt-out right by telephone and/or online only
- Opt-out right by telephone, online or by mail



Safe Harbor N e

* Proper use of new model form will provide a compliance
safe harbor for GLBA purposes

« Sample clauses in current privacy regulations will not
provide a safe harbor if used in privacy notices that are
delivered or posted on or after January 1, 2011

e Since the new model form is optional, institutions may
continue to use the existing sample clauses or other
language, but without the benefit of a compliance safe
harbor

 No additional information can be added to model form,
except as permitted
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Tabular format is consistent with other recent initiatives
(e.g., new GFE and proposed TILA disclosures)

Multi-panel pamphlet cannot be used

On-Line Form Builder released on April 15, 2010. See,

e.g.,
http://www.federalreserve.gov/newsevents/press/bcreqg/20

100415a.htm

Form is 2 pages, but may be printed on both sides of a
single sheet of paper (but mail-in opt out notice cannot
Include any text on the reverse side)

Third page can be added in limited situations




Format (cont'd) § o

e Must be in a minimum 10-point font, with limited
exceptions

* Must be “sufficient” leading (i.e., the space between lines)

« Additional optional “readability” guidance can be found at
74 Fed. Reg. 62899

 Institution’s logo may appear on the form
 Form may be translated into other languages
« Randomly generated “opt-out code” can be included



MORTGAGE
BANKERS
ASSOCIATION®

WHAT DOES [NAME OF FINANCIAL INSTITUTION] DO
WITH YOUR PERSONAL INFORMATION?

] v - i

Financial companies choose how they share your personal information. Federal law gives

consumers the right to limit some but not all sharing. Federal law slso requires us to tell you

i how we collect, share. and protect your pemonal information. Please mad this notice carefully lo
o understand what we do.

e Last revised date must go in upper right corner in at least
8-point font

 Identify financial institution here

 If provided on behalf of multiple financial institutions, insert
a common identity of the affiliated institutions



Information Collected ismee
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22 The types of personal information we collect and share depend on the product or servica you
have with us, This information can include:

®  Social Security number and {income}
8 [account balances] and [payment history}
® [credit history] and Joredit scores)

P

o This part is used to give examples of the types of
Information the financial institution may collect and share
about its customers

« Must always list social security number

 Must also identify 5 other pieces of information by picking
from a list of 23 different items found in the Instructions



Sharing of Information e

All financial companies need to share customers’ personal information to run thelr everyday !
businessa. in the section bolow, we list tha reasons financial companies can share Ltheir |
customers’ personal informaltion; the reasona fname of financial institution] chooses o share; and (
whether you can limit this shanng. i

« Must again insert name of financial institution here

e This part of the form provides a general introduction to the
more specific information sharing practices of the financial
Institution



The Table N e
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Far our averyday business purposes-—
i such as to process your transactions, maintain

[ your account(s), respond to court orders and legal J
;{ investigationa, or report to credit bureaus

« This part of the form Is a table that identifies 7 types of
iInformation sharing (the institution must again be identified
at top of middle column)

- The middle column must be answered with either a “Yes” or
“No”
- The right hand column must be answered with either:
e “Yes” - If opt-out right required or voluntarily given;
* “No” — If there is no opt-out right; or
 “We don’t share” — If “No” is disclosed in the middle column
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Far our averyday business purposes-— [ ;
i such as to process your transactions, maintain ! | }
[ your account(s), respond to court orders and legal '
| investigationa, or report to credit bureaus {

e This first category covers a broad range of ordinary course
sharing with nonaffiliated parties (i.e., permitted sharing
activities in Sections .14 and .15 of the privacy regulations)

« Also covers certain sharing with nonaffiliated service
providers under Section .13, if an appropriate agreement is
In place and customer has received initial privacy notice
(e.g., market analysis or research)

* No opt-out right required (or appropriate) for this type of
sharing
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i For our marketing purposes — | 1
1 10 offer our producta and services to you |
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e This category covers the sharing of information with
nonaffiliated service providers for the purpose of marketing
the financial institution’s products and services under
Section .13 of the privacy regulations

« If an appropriate agreement is in place between the
financial institution and the service provider and customer
has received initial privacy notice, no opt-out right is
required (although one can be voluntarily provided)
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Joint Marketing N e
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For joint markating with other financial companies | i

« This category covers the sharing of information under joint
marketing agreements between two nonaffiliated financial
Institutions under Section .13 of the privacy regulations

« If an appropriate agreement is in place between the
Institutions and customer has received initial privacy

notice, no opt-out right is required (although one can be
voluntarily provided)
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Affiliate’s Everyday Business Purposes !g'f"ﬂ,{gggﬁ
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For our affiliates’ everyday business purposes — {
i information about your tmnsactions and experiences }l

Jowme e

« This category covers the sharing with affiliates of
Information that is not a “consumer report” under FCRA
because it relates to the institution’s transactions or
experiences with the customer (e.g., loan balance, monthly
payment amount, etc.), as described in Section
603(d)(2)(A)(i),(i1)) of FCRA

« No opt-out right is required (although one can be
voluntarily provided)
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Affiliate’s Everyday Business Purposes !g'f"ﬂ,{gggﬁ
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i S e en e s s
} For our affiliates’ everyday businens purposes— }
information about your creditworthiness

e This category covers the sharing with affiliates of
“creditworthiness” information about the customer (e.g.,
iInformation from the customer’s loan application)

e This is the “other information” referred to in Section
603(d)(2)(A)(iii)) of FCRA

 The customer must have the right to opt-out of this sharing
(otherwise, the information may be considered a
“consumer report”)
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e This category covers the FCRA Section 624 affiliate
marketing rule

« Applies to both transactional/experience information and
“other” information

 This section can be omitted from the form if:
- There are no affiliates or information not disclosed;

— The affiliates do not use the information in a manner that
requires an opt-out; or

- The affiliate marketing notice is separately provided
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« This category covers information sharing with nonaffiliated
parties under Section .10(a) of the privacy regulations that

IS not covered by one or more of the exceptions in .13, .14
and .15

« This is the basic kind of information sharing with
nonaffiliated parties that GLBA was intended to address

 The customer must have the right to opt-out of this sharing
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Methods of Opting Out [

#  Call [phone number] :our mmeny will prompt vou through your choice{s)

#  Visit us online: [website] or
#  Mail the form below
Please noto:

If you are a new custorner, wa can begin sharing your information [30] days from the date we
aant this notica. When you are n¢ longer our customer, we continue o share vour information as
describad in thia notice.

TR
5 A tiny 2

e Should only be included if customer has an opt-out right
based on the table

 If opt-out cannot be done by mail, use the version that
provides for only telephone and/or online opt-outs, as
applicable

 New customer must have at least 30 days to opt-out
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Methods of Opting Out (cont’d) !Bfﬂ“

o Call [phone number] —our meny will prompt you &}rougﬁ;::uur choice{s)
#  Visit us online: [website] or

®  Mail the form betow

Please note:

If you are a new custorner, wa can begin sharing your information [30] days from the date we
aant this notica. When you are n¢ longer our customer, we continue o share vour information as
describad in thia notice.

Howaver, you can contact us at any time to limit our shwip_g_. e

4 Call [phones number] or go to [webnaite]

* Online opt-out method must include either specific web
address of the opt-out page or a general web address that
provides direct link to opt-out page

e Online opt-out should not be the only method of opt out
available unless customer has consented to receive
disclosures electronically (i.e., would not be a “reasonable”
means to opt out for a customer with no Internet access)
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Mail-in Opt-Out Form P

T e P AR
Mailn Eorninaiil i S RN

Leave Blank Mark any/all you want to firmits

OR 0O Da not share information about my creditworthiness with your affiliates for their everyday
;!f_you have a business purposes,

joint account, .

your choice(s) 0O Do not allow your affilintes to use my personal inforrmation to markst to me, ’ :
will apply to 1 Do not share my personal information with nonaffiliates to market their products and

everyone an your saervices to me,
account unless R

| you mark below. s “ e L W_f Mail to

2 Apply my 2 i I . : {Mame of Financial

' choices only | Institution] i
‘ to me) e T T R I 1. V= < (/e -0 § !
I [Address2)

L.

Gl ST 2P

* Not required; may limit opt-out methods to telephone and
Internet

« Should be omitted if mail-in opt out unavailable

e Joint account information only required if institution
provides joint accountholders with choice to opt out for
only one accountholder
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Mail-in Opt-Out Form (contd) e
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Leave Blank Mark any/all you want to limit:
OR 0O Da not share information about my creditworthiness with your affiliates for their everyday
g_!f_you have a business purposes,
joint account, . .
your choice(s) 0O Do not allow your affilintes to use my personal inforrmation to markst to me, ’ :
will apply to 1 Do not share my personal information with nonaffiliates to market their products and
averyons an your services to me.
aceount unloss e , - L .
| you mark below. B L W_; Mail to:
O Apply my o L _ i [Name of Financial
; choices only | ' T ' ’ T lInstitution] i
‘ to ma) e T T R I 1. V= < (/e -0 § i
; I [Address?)
|
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 Instructions contain specific text to be used to describe
opt-out rights based on the type of information sharing

e Opt out options should only be given for responses
answered with a “Yes” in the third column of the table
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Who Is Providing Notice? [
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e Can be omitted where form is only provided by one
Institution and that institution is clearly disclosed at top of
page 1

 Must be completed if form provided on behalf of multiple
financial institutions

 If the list of institutions exceeds more than 4 lines, must
describe the general types of institutions jointly providing
the notice and then specifically list them at bottom of page
2 In at least 8-point font
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Information Safeguards !f~“

Haw does[name of fmancml mstltutmn] To protect your personai information from unauthorized access
protect my personal information? and use, we use security measuras that comply with federal law.
These measures include computar saleguards and sacured filas
and buildings.
) [insert] o

e Can add up to 30 additional words to provide further
Information about safeguarding practices

23



Collection of Information !f~“

How does [name of financial institution] | Wa collect your personal information, for example, when you

collect my personal information? »  [open an account] or [depoait money]

8 {pay your bills] or [apply for a loan]
B [use your credit or debit card]

[We also collect your personal information from other companies.]

OR
[We also collect your personal information from others, such as credit

hureaus, affiliates, or other companies.}

ey - PO

e Must use 5 terms from a list of 33 in the Instructions to
describe situations when information is collected

 Must also use specific text to disclose if information
collected from credit bureaus, affiliates and/or other
companies

24



Why Can’t | Limit All Sharing? Y
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Why can't] limit all sharing? Federal law gives you the right to limit only

w sharing for affiliates’ everyday business purposes—information
nbout your creditworthiness

B affillates from using your information to market to you

a sharing for nonaffiliates to market to you

State laws and individual companies may give you additional nghts to
limit sharing. [See below for more on your rights under state law.]

 If state privacy laws are discussed in the “Other important
Information” box at the bottom of page 2, this section must
Include the additional bracketed text

25



Joint Account Information !f~“

What happens when | limit sharing [Your choices will apply to everyone on your account.]

for an account | hold jointly with OR

someaone else? [Your choices will apply to everyona on your account —unless you tell
ug otherwise.}

« This question must be omitted if no opt-out right is
available based on the institution’s particular sharing
practices

 |f opt-out available, must use sample language to disclose
whether right automatically applies to all accountholders or
less than all accountholders

26



Affiliates Definition N e

financial and nonfinancial companies.
m [affiliate information) J

* Must use specific italicized language from the Instructions
to disclose here whether the financial institution has
affiliates and whether information is shared with those
affiliates
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Nonaffiliates Definition N e

i

Companies not related by common ownership or control. They can be
financial and nonfinancial companies,

w  [nonaffiliate inforrmation]

Nonaffiliates

* Must use specific italicized language from the Instructions
to disclose here whether the financial institution shares
with nonaffiliated third parties so that those third parties
can market to the customer

28



Joint Marketing Definition [

]

- i B e e e e
I Joint marketing : A formal agreement between nonaffiliated financial comparnies that
i together market financial products or services to you.

|

* Must use specific italicized language from the Instructions
to disclose here whether the financial institution shares
with nonaffiliated financial institutions for joint marketing

purposes

l

m [joint marketing nformation]

29



Other Important Information e

o A A IR L P e e AL Y
Ye *,» o (3 h .

T S bp@,ﬂ}i"{ﬂﬁ?‘t o T AT I T N e
3 AT Y As. .hnggﬁ%j%?’iﬁ%&?ﬁ%@.ﬁ%&aﬁﬁi& f& Nﬁ;g&;’%{ﬁ k! Uhxvrf-‘f‘ "-'}1 5 -.. 'M;‘ l-r"!?n'f-. "..!."w‘-—' .:‘n"'«- ek -' ) 1v .:‘\' 7 X ‘\vf =

e This box is optional
e Canrunon to a third page

* Only the following types of information may appear In it:
- State/international privacy law information; and/or
- An acknowledgment of receipt form

30



